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0. Introduction to the SBL Combined Policy Manual

This document provides the framework for the commitment of the company to the development, implementation, ongoing maintenance and the continual improvement of an integrated management system using controls that apply to the whole of SBL’s operations to ensure it meets the objectives as stated in it’s combined policy statement 02A000A.

Associated procedures required by the individual Business Process, Statutory, Legal requirements and adopted standards including Health, Safety, Environment and Security, are identified within each section, these demonstrate that all functions are controlled, resources are available and where necessary refer to “other” documentation as is required to ensure all processes are controlled, such documentation can be in any form or medium.

As individuals we all have a responsibility to protect national, customer or company information which we may become aware of for any reason at any time.
SBL have a collective responsibility, which is formally identified as a contractual obligation, to safeguard national, company or customer secrets and information entrusted to our care.
0.1 Planning

Processes ensure that all necessary interfaces between company departments, the personnel within those departments; customers and suppliers are defined. These processes identify their objectives, how those objectives will be met, their time scales and the records required to demonstrate the objectives have been met.

As part of the planning of all new and changed processes, a risk assessment is undertaken to determine if there are any hazards / threats (Health, Safety, Environmental, Security or General Business) being introduced by the new / changed process. All identified hazards / threats are reviewed and where applicable suitable controls implemented to reduce the risk to an acceptable level. During changes / modifications management ensure the integrity of the process being changed.
As part of the monitoring of the Management System Regular Health, Safety, Security & Environmental risk assessments, work place inspections and audits are undertaken – see section 19 Monitoring, Analysis and Improvement. These processes ensure that suitable actions are identified, agreed and implemented to correct error, to eliminate or reduce the risk to a manageable level and ensure the effectiveness of the actions taken.

Procedures are in place which ensure all incidents which cause harm to an individual are reported, reviewed and suitable action taken.

Plans ensure continuity of key business operations in the event of unforeseen emergencies – see 23 Emergency Planning & Business Continuity.

Please refer to section 9 - Process Control for details on the interaction between these processes.
0.2 Adopted Standard

SBL have adopted ISO9001, BS OHSAS 18001, ISO 14001 and ISO 27001 as the basis for its system of control of all of it’s activities at the SBL site.
0.3 Scope of Registration

· Supply of Software, Hardware, Network Components and Appliances, Consultancy.

· Design and supply of training.

· Design, development, supply, installation and configuration of hardware and network solutions using existing software packages and any other product or service associated with keeping information safe, secure, uncompromised and intact. (Information Assurance).

· The management of the design and build of bespoke subcontracted software.

· The provision of hosted solutions and internet services.
0.4 Exclusions

	Adopted Standard
	Excluded Clause
	Reason
	Applicable sites

	ISO 9001
	None
	N/A
	York, Off site

	ISO 14001
	None
	N/A
	York,

	OHSAS 18001
	None
	N/A
	York, Off site

	ISO 27001
	Please refer to our Statement of Applicability – 50A000C
	Please refer to our Statement of Applicability – 50A000C
	York, Off site

	Investors in People
	None
	N/A
	York


Registration Details

	Adopted Standard
	Registering Authority
	Date of Registration
	Registration Number

	ISO 9001
	SGS
	08 October 1996
	GB96/8211.00

	ISO 14001
	SGS
	28 January 2009
	GB09/76664

	OHSAS 18001
	SGS
	12 March 2008
	GB08/74460

	ISO 27001:2000
	SGS
	04 August 2008
	GB08/75368

	Investors In People
	IIP
	July 2000
	N/A


Review

This manual and its associated policy statements are subject to an annual review, usually in December.

0.5 Boundaries
Our scope of registration applies within the following boundaries:-

Within it’s official area of the Goose Lane Business Park

· SBL staff, visitors, it’s business process, buildings, facilities and parking areas including the resources used and waste produced

Off Site

· SBL staff, business process
1. Policy, Objectives & Responsibilities 
Policy and Objectives
Main Policy Statement
Along with an overview of our objectives are defined by the Chief Executive Officer – Dennis Hoban, Combined Policy Statement - 02A000A and are supported by:-
Company Objectives

The Board of Directors defines our overall Business Objectives in our “Business Plan - 01A400A” which is monitored at each board meeting and normally updated every three months.
Health, Safety, Environmental and Security Objectives

These are identified as the result of Legislation, Work Place Inspections, Risk Assessments, Impact Analysis, Audits, Reviews or issues brought to the attention of management and are identified in The IMS Managers Monthly report to the C.E.O. 
Department Objectives

Each department, team within each department and team member all have objectives designed to support the achievement of the overall Company Objectives. They are reviewed / updated during departmental, team and individual reviews which take place weekly, monthly as required by the specific business process.

Availability

Our Combined, Health & Safety, Security and Environmental policy’s are freely available to all our employees, suppliers, contractors, customers and other interested parties via our web site or upon request.
Structure, Organisation, Responsibility and Authority

This section provides an overview of management responsibility, further details are to be found in 01A000 Management Responsibility.

The interrelation and lines of responsibility for company personnel who have duties associated with the performance and verification of the installed Management System are defined in the SBL organisation charts – 02A000B.

Each Business Process has a “top level” procedure which includes the objectives of the Business Process, who is responsible for doing what, how the objectives are achieved and what records are produced. These processes include Business, Health, Safety, Environment, Security, Quality and any other applicable legal/regulatory requirements.
1.1 C.E.O.
Mr Dennis Hoban has ultimate responsibility for the development, implementation and maintenance of the Management System, its adopted standards, all applicable security, health, safety environmental, regulatory and legal requirements. He is the “Management Appointee” for all Health & Safety issues, the “Management Representative” for Quality Issues and the director responsible for Environmental issues. Please refer to 01A000 - Management Responsibility for further details.

1.2 Directors
All the Directors understand and accept their responsibilities for all aspects of the management systems including Business Process, Security, Health, Safety & Environment and it’s continued improvement, see in 01A000 - Management Responsibility. It is their responsibility to ensure personnel they are responsible for receives the correct and adequate Security, Health & Safety training and that their level of competence is, at least, maintained.

1.3 Finance Manager

The Finance Manager is responsible for ensuring authorised recommendations to the security of SBL are implemented and maintained - see in 01A000 - Management Responsibility.

1.4 Security Controller

The Security Controller is responsible for making recommendations to management in order to ensure compliance with all relevant security legislation and their continual improvement as described in 01A000 - Management Responsibility.
1.5 Security Board

The Security Board meets, normally once a month to review the status of the security aspects of the management systems. It is chaired by The Security Controller and attended by the Finance, Commercial, Sales, IMS Mgrs and HR Co ordinator. The Minutes of each meeting identify what was discussed, actions, actionees and response time, a copy of which is made available to the Directors.
Where applicable actions are raised and processed as described in 13 Compliments, Complaints, & Opportunities for Improvement. Please refer to Security Board – 50A000B.
1.6 Technical Services Manager

Has direct responsibility for the implementation of the policies and procedures necessary to control, maintain and secure information within the SBL computing network.

1.7 Integrated Management System Manager

Has been nominated by the C.E.O. to carry out his day to day duties as required by the standards adopted by SBL and normally provides a monthly update, on the status of the of the management systems, to all business Process Managers, please see 01A000 - Management Responsibility for further details.
1.8 Health, Safety Environmental & Committee
The H, S & E committee consists of employees from the various departments within SBL. It normally meets once a month and monitors / reviews / reports / investigates H, S & E issues within SBL, providing a means of direct communication and consultation with all employees. Please refer to 22A100 – H, S & E Committee for further details.

1.9 Business Process Managers

Are responsible for ensuring the requirements defined in this Manual which are applicable to their area of responsibility are in place, are being complied with, to ensure their staff are competent to carry out their allocated duties and suitable / sufficient cover is available in the event of an absence. To ensure their staff are aware of and understand all procedures which apply to them. Please see 01A000 – Management Responsibility for further details.
1.10 Employees

All Employees are responsible for:-

· Ensuring they carry out their allocated duties in an efficient and cost effective manner.

· Ensuring they have read, understand & comply with all Management System documentation which relates to their role and position within the company.

· The health, safety and security of their visitors at all times ensuring they comply with the requirements of the SBL management System as described in this manual and it’s associated documentation.

· Do not override or bypass any Business, Security Health or Safety process and that any action(s) they take does not threaten their Security, Health & Safety, that of any other person(s) or any of SBLs Business Processes.

· Report all security, health and safety incidents to their line management or in their absence the Security Controller, H&S Officer or the HR co-ordinator as applicable.
· Accept that they have a personal responsibility for the standard of the work they carry out including any Security, Health, Safety and Environmental issues.

· Observe the Clear Office / Desk / Screen policy of the company ensuring that their normal working area is kept secure and free of obstacles.
· Report all suggestions for improvement, Security, Health & Safety incidents and requests for training to their line management in a timely manner.
Ignorance of the rules can be as harmful as wilful or negligent disregard of them. Security measures are often inconvenient and the good name of SBL depends on consistent application of these procedures.
Employees are encouraged to participate in Health & Safety issues including improvement opportunities, hazard & incident investigation, consultation and development of H&S policy / procedures. Please refer to individual job descriptions and departmental procedures for further details.
1.11 Access

01A110 - Building, Access & Equipment and 22A500 - Visitor Process describe access to SBL’s buildings and ensure it is limited to employees and “authorised” visitors. These processes ensure that all access requirements are identified, assessed and suitable action taken including ensuring any special needs of visitors are observed.
Where it is considered that their access, requirements or needs could have a Health & Safety or Security impact measures are taken to eliminate this impact or reduce it to an acceptable level. See 19.3 Risk Assessments, Work Place Inspections & Treatment for further details.

1.12 Employment

Please refer to 21A100 Company Handbook for further details

1.12.1 Job Descriptions

All employees have Job Descriptions which identifies their specific roles, responsibilities, duties and boundaries including their Business Process, Security, Health, Safety & Environment responsibilities.
1.12.2 Terms & Conditions of Employment

Prior to employment, all potential employees have to agree to the SBL Terms and Conditions of Employment – 21A100D.
1.12.3 Review

All employees are reviewed, regularly by their Line Manager/Director and are appraised annually by their Line Manager/Director with an interim six month appraisal of objectives. These reviews ensure all employees are aware of the relevance and importance of their activities and how they contribute to the achievement of SBL’s objectives. See 19.1 Management Review for process reviews.
1.12.4 Disciplinary Process & Termination Responsibilities

Any employee failing to comply with the requirements of this manual or it’s associated documentation may be liable to disciplinary process.

1.12.5 Leavers and Movers

All employees leaving or moving departments are subject to security procedures which ensure that where applicable assets are returned and access levels reset/withdrawn. Where an employee levees SBLs employment, there are required to sign a confidentiality agreement binding them not to disclose company or confidential information to any third party.
1.13 Resources, Infrastructure and Work Environment

SBL has identified resource, infrastructure, Security, Health & Safety and Environmental, Business and Information requirements required to:-

· Ensure a healthy, safe, secure and environmentally acceptable workplace

· Provide protective and manual handling equipment where required

· Enhance customer satisfaction by meeting customer requirements

· Maintain and continually improve the successful operation and monitoring of its management system and processes.

Each Departmental Manager is required to ensure these are available, are reviewed on a regular basis for adequacy and to ensure there is continual improvement in the Management System.

1.14 Communications
The Board of Directors is responsible for ensuring that there is an effective and efficient communication system available for communications between SBL Employees, Suppliers and Customers. See also 12 Customer Satisfaction.
Any employee can contact their Line Manager, HR Co-ordinator, Security Controller or IMS Manager (as applicable) in the event of grievance, bullying, Security, Environmental or Health & Safety issue. All such communication is treated with the utmost confidentiality.

The Directors, Security Controller hold “Management System Updates” with Business Process Managers / employees at least twice a year.

Internal queries or communications received from external parties relative to Health, Safety or Environmental issues should be forwarded to the IMS Mgr for review / action.

Significant Health, Safety, Environmental and Security risks are communicated to the employees, landlord, other users of the site and external authorities as applicable.

2. Blank Section
This is to maintain constancy with previous issues of this policy manual and other documentation.
3. Contract Review

3.1 General

This section describes how SBL review all enquiries, quotations, orders and contracts, to ensure that SBL understands and can comply with a customer’s requirement.

3.2 Responsibilities

Upon receipt an SBL employee is nominated as being responsible for each specific Enquiry, Quotation, Order and Contract. This responsibility ensures that all such Enquires, Quotations, Orders and Contracts are reviewed as described below and do not impose any unknown or unacceptable hazards or threats to SBL, its business or employees.

	Activity
	Enquiry
	Quote, Bid or Tender
	Order/Contract/Enabling Agreement

	The customer’s requirements are adequately defined, recorded, understood, and agreed. Where applicable suitable action is identified, agreed by SBL, the Customer, any third party involved and implemented
	Yes
	Yes
	Yes

	All Health, Safety, Environment Technical, Commercial and Security aspects are identified, answered and where applicable suitable action identified.
	Yes
	Yes
	Yes

	Identify any areas where SBL are unable with the requirements to comply are defined, recorded and actions agreed with the customer before proceeding

	Yes
	Yes
	Yes

	Requirement(s) not specified by the customer, but necessary for specified or intended use, recommended or required by SBL or the supplier is identified. This includes commercial, technical, safety, security, statutory or regulatory requirements.
Post delivery requirements
	Yes
	Yes
	Yes

	Quotation, bids or responses to a request for tender fully describes what is being offered and is fit for purpose
	
	Yes
	

	Where a quotation has been provided the order/tender is reviewed against it and any differences recorded and agreed with the customer and any third party before proceeding.
	
	
	Yes

	All applicable disciplines are aware of the requirements of the order, contract or enabling agreement
	
	
	Yes

	On "Time" related orders, contracts & enabling agreements audits are scheduled following start up, during and on completion
	
	
	Yes

	Reviews are scheduled, on a regular basis, with all applicable disciplines, customers and third parties to: - progress any outstanding actions from previous reviews, review progress since the last review, Implement and action items as determined by the specific contract, Identify and initiate any action considered necessary and review overall trends
	
	
	Yes

	Records of all reviews are maintained, with the documentation being reviewed,  by SBL employee responsible for conducting the review
	Yes
	Yes
	Yes


Where necessary actions are escalated to the Sales Director.

3.3 Amendments

All requests to amend a quotation, order/tender or contract are processed as the original quotation, order/tender or contract.

3.4 Order progression

Each outstanding Purchase Order is progressed, feedback recorded and where applicable the customer is updated. Where such feedback is not acceptable the order progression is escalated to a higher authority within SBL, the supplier, customer or third party as is applicable. Please refer to 09A000 – Sales for further details.
4. Design and Development

This section describes the methods used to control the design and development of customer and internal products, services or business processes produced or used by SBL to ensure that before implementation it will have completed a process which ensures that:-
· A detailed specification is available which describes the requirement

· Potential problems, hazards & threats are identified and “designed out”

· Increased efficiency, Health, Safety Environmental and Security issues are “designed in”

· The reasons, benefits, costs and impact on other processes have been documented, reviewed, analysised and where applicable approved.

· A detailed design, has been documented, reviewed and approved.

· A period of trial / testing has been completed, which may include some redesign, before being signed off for use.

· Once implemented the process is monitored and where applicable request for change raised which repeat the above process for the specific change requested.

· Where test data is obtained it is restricted to those who need to see it.

Records are maintained of all activities during this process which is fully described in 04A000 Design and Development
5. Document & Data Control

5.1 Introduction
Authorised documented procedures required by our business, legislation or adopted standards are referred to as “Process Control Documentation” (PCDs).
This section defines the requirements for the control, classification, labelling and handling of these PCD’s along with those documents of external origin which may affect the ability of the products and/or services provided by SBL to meet their agreed requirements / specification. This documentation can be in any form or medium.
5.2 Changes – Review and Updating

Processes require the approval of an updated version of the applicable PCD by the owner of the process before changes to the process can be fully implemented.

Changes are made as a result of a request from an employee, audit action, discrepancy or risk assessment report action being approved by the author of the documented process. All such changes are identified.
Where such a request is approved the author nominates an employee to update the PCD with the agreed changes and ensure it is reviewed by the Business Process Manager(s) of all departments referenced in the specific PCD.

During all stages of this process potential problems are identified and wherever practicable and economically viable “designed out”. Health, Safety, Environmental and Security issues are “designed in”. Changes are normally identified in the document along with an updated Issue Number and Date of Issue before being issued for review, approval or for use.

Process Control Documentation is reviewed to ensure the process it describes does not impose Business, Security, Safety or environmental threats which have not been assessed and suitable action agreed and implemented to eliminate or reduce the impact of such threats to a manageable level.
Normally PCDs are reviewed for suitability at least once every 12 months by their owner.
5.3 Document & Data Approval & Issue
When satisfied that the modified document is correct it is forwarded to “Document Control” for final assessment and issue.

5.4 Notification of Issue

Documents relating to an employee’s conditions of contract are notified to employees concerned.
It is a requirement of the SBL Management System that each time a form is required it is downloaded from the Company Manual Viewer and therefore there is no requirement to notify any one other than the Owner when it is issued.

The Company Manual Viewer shows the date the document was last updated. The IMS Manager normally notifies the Senior Managers every month of documents which have been updated in the previous 30 days.

5.5 Access to Management System Documentation

All current Management System documentation is accessible via the Company Manual Viewer (CMV) which is available on all SBL employees’ computer desktops. This ensures that only current documentation which is legible and readily identifiable for the duration of its lifetime.

Other than when using a form, employees must destroy any printed documentation after use. It is not permitted to save offline copies of documents unless it is to incorporate agreed changes for submission for review and approval.
5.6 Externally Produced Documentation & Data

Documentation and data produced external to SBL, which may have an effect on the product or services supplied is controlled to the extent required to ensure the quality/performance of the product or services does not deviate from the agreed specification. The controls in place are described in each top level Business Process procedure.

5.7 Marketing Documentation

Marketing documentation must be in line with the current company corporate image and is subject to review and approval by the appropriate Senior Manager/Director. Where such documentation includes the ISO / OHSAS registration mark(s) or reference to the Management System, approval by the IMS Manager or in his absence the Management Representative, is mandatory.

5.8 Obsolete Documentation

All invalid or out of date controlled documentation and data is removed from the Company Manual Viewer, other than for documentation that has to be retained, for reference or for legal reasons, when it is identified as such.
5.9 “Prompt Sheets”

These are documents produced by individuals and are used as “unofficial” prompts. They are uncontrolled and have no authorised standing.
5.10 Records

It is the responsibility of individual authors to ensure they maintain records of documents they have sent for review. The IMS maintains a record of all documents issued into and removed from the Company Manual Viewer, along with previous drafts of issued documents.
For further details please refer to 05A000 – Document and Data Control and section 16 Records of this document.

6. Purchasing

6.1 General

This section describes how SBL ensure that all products and services they purchase comply with specified requirements, including Customer, Business, Security, Health, Safety and Environmental – see 06A000 - Purchasing for details on the provision of goods / services for resale or for the purchase of assets to be used by SBL and 06A160 for the process for controlling contractors working on SBL sites.

6.2 Evaluation of Suppliers

Suppliers, contractors and sub-contractors are subject to evaluation by SBL to ensure that their products and services comply with the specified requirements, including Health, Safety, Environment and Security aspects.

6.3 Supplier Price Lists

These are controlled by the Purchasing Department to ensure that authorised price lists are available to those who require them and out of date price lists are removed from use.

6.4 Purchasing Information

All purchasing documents contain sufficient information to enable the supplier to positively identify the product or service required, quantity, price and delivery address. In addition any special terms or conditions as may be applicable are added, e.g. inspection of goods at supplier’s works, Health, Safety, Environment or Security information / instructions.

When dealing with hazardous materials the necessary hazard data sheets and control measures are added to the purchase order.

Where applicable supporting documents and data are identified in and attached to the Purchase Order. Purchasing documentation is reviewed to ensure it complies with the above before being authorised for issue to the supplier.

6.5 Outsourced Products and Services

Where it is necessary for SBL to outsource products, services and software design/ production SBL retain control and responsibility of those products and services outsourced by ensuring suitable contracts exist between SBL and the supplier/outsourcer which enable:-

· SBL to monitor the progress of the outsourced product and services.

· The supplier/outsourcer is aware of and complies with Security, Health, Safety and Environmental issues. This includes a confidentiality clause / agreement.
· To ensure all threats to SBLs business including the health, safety, security and environmental impacts are identified, analysised and suitable action agreed and implemented which eliminates or reduces the impact to a manageable level.

· A method of change control to be agreed

· The verification that personnel involved in carrying out the work on the specific contract or order are competent to do so.

Where purchasing is notified that a product or service being provided has a Health, Safety, Environmental or Security impact they notify the HR Co-ordinator, Security Controller, IMS Manager and the manager of all employees involved/using the product or service of the impact.

6.6 Verification of Purchased Product and Services

6.6.1 At SBL Supplier

SBL reserves the right, for themselves or their customers, to verify purchases at SBL supplier’s works. Where this is required it is included in the Purchasing Data, see 6.4 Purchasing Information.

6.6.2 Within SBL
Following receipt, at SBL, all purchased products checked for compliance with their documentation and are reviewed to ensure that they comply with the requirements of their Purchasing Information before acceptance and processing. This is limited to: -

· A visual inspection of packages and labelling

· Verification of type and quantities

· Identification against the Purchase Order requirements, including any special instructions

Other purchases and sub-contractors services, e.g. distribution sub-contractors are verified against the specification or brief provided to the Supplier.

Acceptable items are identified as such and passed to Warehouse to be stored as described in section 15.1 Storage.

Any discrepancies or unacceptable items found during receiving inspection and testing are identified as such, segregated to prevent use, and processed as described in 13 Compliments, Complaints, & Opportunities for Improvement.

6.6.3 Verification by SBL Customer

When included in specific contracts the customer will be allowed to inspect/test their goods before being delivered.

6.7 Preservation of Purchased items

Where applicable the SBL Purchase Order identifies any special requirements with regard to handling, storage, preservation, testing, inspection, reproduction, safety or environmental matters.

7. Customer Property
This section establishes and defines the requirements for documented processes to ensure customer’s property or their products sent to SBL, or products purchased by SBL in the customer’s name are identified and controlled. This includes an assessment of the Health, Safety, Environment and Security aspects as described in 19.3 Risk Assessments, Work Place Inspections & Treatment. Such products include: -

· Software licensed to the customer by the manufacturer
· Items on loan
· Items sent for updates or upgrading

· Items sent for repair.

· Customer property can include intellectual property

These processes ensure that the customer’s property is: -

· Visual inspection of packages, labelling, contents and quantities

· Checked for compliance with their delivery documentation and are positively identified as belonging to a specific customer.

· Acceptable items are identified as such and passed to Warehouse to be stored as described in 15.1 Storage.
· Unacceptable, lost or damaged items are identified as such, segregated, to prevent use and processed as described in section 13 Compliments, Complaints, 
· Stored as described in section 15.1 Storage.
· Processed in accordance with the customer’s requirements, as defined by section 9 Process Control.
8. Identification and Traceability
· All products are identified by a manufacturer and/or SBL part number.

· Records, maintained on a day-to-day basis ensure that the status of all sales orders, stock and evaluation products are known at any time.

· Customer property is identified as belonging to the specific customer along with other information, i.e. part number to further identify it.
· Control documentation, produced by SBL, is identified by a document and issue reference.

· The status of all products, data and documentation is identifiable at all times.

· Where test, inspection or checking is required it is identified in the applicable “PCD” along with the method of identification.

9. Process Control

SBL’s processes can be identified as:-
· Design & Development of customer IT solutions including: - Information Assurance, Hardware, Networking, Consultancy, Training, Development, provision of Hosted Solutions, Internet and Support Services.
· Sales of Software and customer IT solutions including:- Information Assurance, Hardware, Networking, Consultancy, Training, Development, provision of Hosted Solutions and Internet Services and Support Services

· Provision of Pre and Post Sales Support
· Customer/Internal Technical and Network Support

· Media replication and licence production
· Promotion of customer awareness/satisfaction
· Customer, supplier and internal complaints
· Staff training
· Identification and management of risk
· Management analysis, review and audit
· Document, data and record control
The interaction between these processes and the core process are shown in Appendix 1 – Interaction Between Process and Appendix 2 - Core Process 
Approved, documented processes exist for all “Production” activities and can be accessed via the Company Manual Viewer. These processes include applicable Business, Health, Safety, Environmental and Security requirements plus measures which reduce the possibility of unauthorised access, use or fraud.

This may require parts of a specific process being carried out by separate employees possibly in separate departments or in secure work areas.

10. Final Inspection & Testing

Prior to despatch of goods to a customer, all orders are checked against the customer’s order details to ensure that the correct package, version and quantity has been "picked", any agreed configuration/installation has been correctly completed and that all necessary associated documentation is present and correct. A record is made of any discrepancies found which are corrected and re inspected before release.
11. Control of Inspection, Measuring & Test Equipment

11.1 Software Upgrades

Before any software update is applied the update is reviewed to ensure it is suitable for installation on SBL’s computer network and will not have an adverse impact on the process or other processes with which it interacts.
11.2 Calibration

All equipment requiring calibration is identified and calibrated at prescribed intervals.
It is the responsibility of the individual Business Process Manager to ensure their “PCDs” identifies:-

· Any inspection & test equipment which is used

· Method of storage; designed to prevent damage or deterioration
· Calibration status, as “Indication Only” or with the date of the last/next calibration.

· Calibration interval and Calibration records
Temperature monitoring devices used in boilers and other operational equipment are subject to regular maintenance. Thermometers used for room temperature measurement are for indication only and not subject to calibration.

12. Customer Satisfaction
SBL’s primary objective is to ensure all processes are focused to 
· enhance customers and potential customer’s perception of SBL
· provide effective and efficient communications on all aspects of SBL’s products and services with customers

without this SBL cannot develop.
SBL monitor customer satisfaction by:-

· Direct customer feedback
See 13A000 – Compliments & Complaints
· Customer surveys
See 30A000 - Marketing
· Feedback from training courses
See 26A000 – Professional Services
· Feedback from support calls
See 19A000 - Technical Services
· Compliments & Complaints
See 13A000 – Compliments & Complaints
This enables SBL to improve their Customer Services by analysing this feedback and:-

· Modifying their processes

· Retraining employees
· Promoting the awareness and importance of customer requirements throughout the organisation.

· Ensure the products supplied and services provided conform to the requirements agreed with the customer and that they are provided in an efficient and cost effective manner.

See also section 19 Monitoring, Analysis and Improvement.

13. Compliments, Complaints, & Opportunities for Improvement
This section establishes and defines the requirements for documented procedures to: -

· Identify compliments, complaints and opportunities for improvement

· Address Business Process, Security incidents, Accidents and other Health, Safety & Environmental incidents/issues.
· Identify and control faulty products or services supplied by SBL.
· Identify failures in SBL Management System.
· Identify SBL supplier’s ability/inability to comply with agreed requirements.
· Ensure each “incident” is investigated and suitable action to correct the immediate problem implemented.

· Trends are analysised and unwelcome trends are further analysised and suitable action to eliminate or reduce the trend to a manageable level are implemented and monitored.
13.1 Identification
It is the responsibility of all employees: -

· To contact their nearest First Aider in the event of an employee having an accident
· To report all Health, Safety, Security and Environmental issues and incidents they consider require action to their Line Manager.
· On discovering any products or services which do not comply with the agreed requirements to identify, segregate and report them to their Line Manager.
· To bring to the attention of their Line Manager or process owner any opportunities for improvement.
· To record any complaints they receive from customers, report them to their Line Manager and customer services.
· To identify, record and report the failure of a supplier to comply with agreed requirements to the Purchasing Department.
13.2 Records
Accidents at work are reported and recorded on an “Accident Report Sheet”, which after processing is retained by HR.

All Compliments, Complaints, & Opportunities for Improvement and accidents are recorded in the Compliments & Complaints Database along with details of the actions required/taken, where applicable accidents are reported to the HSE as required by RIDDOR. Please refer to 13A000 Compliments & Complaints for further details.

14. Corrective and Preventative Action

14.1 Review & Action

All Accidents, “Near Misses”, Complaints and Opportunities for Improvement are reviewed and:-

· The cause identified.

· Action identified that corrects the immediate cause.

· Where appropriate, action designed to prevent reoccurrence a suitable timescale for completion is identified, implemented & monitored for its effectiveness.

· Records of the cause and all actions taken are maintained.

Where the required action is to revise a process or its associated procedures/work instructions the required action is assessed and processed as described in section 5 Document & Data Control.

The analysis of corrective action is used by management as a basis for the evaluation of working practices and improvements made wherever appropriate. Any changes in working practices are reflected in revised procedures. See section 19 Monitoring, Analysis for further details.
14.2 Effectiveness of Corrective Action

Dependent upon the significance of the reason for corrective action being taken the actual action taken is reviewed to ensure it is effective. Please refer to 13A000 - Compliments & Complaints.

Where the action taken is found to be ineffective it is reported to the specific Business Process Manager, the Security Controller and the Board of Directors.

14.3 Disposition

Faulty products, failed services or suppliers who have demonstrated their inability to comply with the agreed requirements are segregated/not used until the failure/complaint has been recorded, reviewed, corrective action identified, reviewed, agreed and implemented.
14.4 Records

Records of the complaint/non conformity, initial corrective action, review to identify the cause, the longer term preventative action are maintained and the disposition of any faulty or unserviceable product are maintained.

Records of all actions taken are made and are readily available for review/analysis from the Compliments & Complaints Database.

14.5 Review

Reports are provided to the Board of Directors on all security breaches, accidents, compliments, complaints, internal and supplier errors that have been recorded. This report:-

· Considers “Trends” and enables further action to be identified to counter any unwelcome trends.

· Confirms if the corrective action specified has been completed satisfactorily, and within the agreed timescale.

Please refer to 13A000 - Compliments & Complaints for further details.

15. Material & Manual Handling

Goods that may be particularly susceptible to damage are protected as necessary during handling.

Bulk materials or cartons that are split or separated from their original identification markings are re-marked so that positive identification is retained at all times. Under no circumstances are manufacturer’s seals broken.

Each Process Control Document includes processes which ensures that all equipment, goods, documentation, media and data is handled, stored and processed in a manner which does not have an unacceptable impact on the condition, integrity or use of the equipment, goods, documentation, media or data.

These conditions are imposed on all employees, Customers, Sub contractors and any other personnel coming into contact with SBL equipment, goods, documentation, media or data.
15.1 Storage

All products are stored in conditions designed to ensure that their integrity is not jeopardised. These conditions are assessed for each type of material to ensure that they are suitable for the items concerned.

Any material having a limited storage life is subject to written controls to ensure continuing acceptability. Where appropriate, a system of sequential use of such items is implemented to minimise storage times.

Stock items are subject to a system of release from storage against sales orders. These are verified to ensure that the correct quantity, type and version of package are selected.
15.2 Packaging

All items for shipment outside of SBL and for storage are packaged to prevent accidental damage or deterioration whilst transit or storage. Any special requirements being notified to the Logistics Manager.

SBLs policy is to reuse all packaging received and wherever practicable SBL re-uses packaging received when packing goods for shipment to customers and other destinations. Where it is necessary to use new packaging it is limited to that required to adequately protect the goods being packed and is based on the method of transport to be used.
15.3 Preservation & Delivery
Special preservation is not considered necessary for normal stock, where special preservation is identified specific instructions would be issued. 

Delivery documentation is included within the packaging identifying the product(s) contained. Each package has external markings that relate to its Sales Order.

15.4 Manual Handling

SBL have a number of employees trained in manual handling. The list of these employees can be found in 22A000C – Health & Safety Officers and First Aiders which is available in all offices, notice boards and the CMV. If any employee requires any item moving they should consult with one of these employees before attempting to move the item(s).

16. Records
16.1 Introduction

Records are required to demonstrate how SBL complies with:-

· Customer requirements

· Its business process and audits
· Statutory and regulatory requirements as required for Legal, Security, Health, Safety & Environmental issues.
This section defines the requirements for documented procedures for the control of both paper and computer records within SBL 16A000 Records & Archiving expands on what is described here.
16.2 Documentation/Records
Each “PCD” identifies the records required to demonstrate that all the process activities have been completed, are acceptable and how long those records have to be maintained.
16.3 Retention

The retention time for all records is identified within the “PCD” that details the process involved.

16.4 Storage

All records are stored in a manner that ensures they are secure, easily retrievable during their lifetime, remain legible for the lifetime of their storage and are not subject to damage or deterioration which would prevent their retrieval or use
16.5 Backup System

Please refer to 23.1 Backup for details
16.6 Disaster Recovery

In the event of a computer server failure, paper records are used, the information being transferred to the in-house computer system when normal operation has resumed.

16.7 Data Validation
Prior to input, data is reviewed to ensure it is correct and sufficient.
When we implement new processes or when employees use a new process the data output from that process is reviewed to ensure it is correct. Once a process is established we do not normally verify the outputted data. There are individual exceptions to this, mainly highly critical processes.

17. Training - Employees
SBL have been accredited to the Investors in People standard since July 2000.
SBL ensures all employees are competent on the basis of appropriate education, training, skills and experience to successfully and efficiently complete their allocated duties and responsibilities. This includes those skills required by their specific Business Process, Legal, Regulatory, Security, Quality or Health, Safety and Environment requirements.
It is the responsibility of each Director/Line Manager to ensure personnel they are responsible for receives the correct and adequate training to ensure their level of competency is suitable for their duties. This ensures that each employee is aware of their Business, Health, Safety, Environment and Security responsibilities including the possible consequences if they fail to carry out their allocated duties and responsibilities as specified.
All training is based on the needs of the individual and takes into account their responsibilities, abilities, literacy and risk posed by each specific responsibility, task or duty. In all instances where there is a legal or H&S requirement, training is provided. The details of the process can be found in 18A000 – Training.

17.1 Job Specifications & Descriptions
These and levels of qualification are established in writing for all SBL employees and are used when considering re-allocation of staff duties or in the recruitment of new employees 
These include their business security, health, safety, environment responsibilities and are reviewed as part of each individual’s annual review with their manager.

17.2 Training Record

Each employee has a training record which provides a record of the training they have received. These records are subject to continuing review, and a formal annual review, by the employee’s Senior Manager/Director, and new training requirements are added as identified.

17.3 Employee - Recruitment Stage
Before being offered employment prospective employees are required to demonstrate by means of career resume, certificates or references, that they are capable of performing work to the standard required, or are able to be trained to the standards identified within the Job Specification for the position.

17.4 Employee - Induction

All new employees under go an induction programme which introduces them to the company, Health, Safety, Security, Environmental, Quality, their specific business process and the relevance of their role in the “bigger picture”. This ensures that they are aware of their processes and are competent to use the equipment/software required by their job role.
17.5 Employee – On going
From time to time a requirement for training will be identified, typically as a result of a role change or where a new major process has been introduced, or where there are significant changes to an existing process. In addition there are regular updates on the Management System, Business Processes, Security, Health, Safety & Environment through out an individuals employment with SBL.
17.6 Training Resources
SBL designs training courses for their specific requirements or sources suitable courses externally.

Internally designed courses follow the design process described in 4 Design and Development while externally sourced courses are processed as described in 6 Purchasing.
17.7 Post Training

All trainees are invited to complete a "Post Evaluation Training" form designed to evaluate the course and the effectiveness of the training received. These forms are reviewed and, where necessary, suitable action taken.

17.8 Training Records

Records of all employee training are maintained, by the HR department, in the Training records database.

18. Service Provision
SBL provides an extensive range of “customer services” including design, development and installation/delivery of the following:-
18.1 Customer Training

SBL designs training courses for customer’s specific requirements or sources suitable courses externally from approved trainers.

Internally designed courses follow the design process described in 4 Design and Development. Externally sourced courses are processed as described in 6 Purchasing.

All trainees are invited to complete a "Post Evaluation Training" form designed to evaluate the course. These forms are reviewed and, where necessary, suitable action taken.

For further details please refer to Customer Training - 09A150
18.2 Pre & Post Sales Support (None Technical)
This is normally provided by the Sales Department who record who required what, why and when it is required.
Dependent upon the nature of the support required it will be dealt with by sales or forwarded to one of SBL’s other departments to provide the necessary support. However, the Sales Department retains ownership of the request until it is completed to the customer’s satisfaction.

Please refer to Pre & Post Sales Support (None Technical) – 09A410.
18.3 Pre & Post Sales Support (Technical)
SBL provides pre and post sales support for the products and services they supply.

Each “Customer” is given a unique call reference when their request is initially logged. They are kept informed of the current status of their support request and notified upon completion. Upon completion they are requested to contact us if the call has not been completed to their satisfaction.

All such requests are analysed as part of the Customer Satisfaction process – please see 19 Monitoring, Analysis and Improvement.
For further details please refer Software and Hardware Support - 19A100.
18.4 Network, Hardware Design, Build, Configuration & Installation
This process is one of configuration of using existing products rather than the design of the individual products used as part of the coverall configuration.

When a request/enquiry/tender is received which includes hardware, Security Services become involved in ensuring that any subsequent offer meets the customer’s technical requirements and is fit for the purpose. This process involves:-

· A review of the customer’s requirements

· The identification of any statutory, regulatory requirements or other requirements not specified by the customer but required to ensure the equipment offered is fit for purpose.

· The assembly, configuration and testing of the equipment to ensure it meets the customer’s and any other identified requirements as described above.

For further details please refer to Customer Network, Hardware Design, Configuration & Installation - 09A160
18.5 Consultancy

SBL provides consultancy using their own qualified staff or out sources suitable consultants externally, from approved consultants.

Following the completion, all consultancy projects are analysed as part of the customer satisfaction process – please see 19 Monitoring, Analysis and Improvement.

For further details please refer to Consultancy 09A400
18.6 Provision of hosted solutions and internet services

SBL will, from a customer’s initial conceptional design, produce a web site or other Internet based service.
In addition SBL will use their facilities to host a customer’s Internet services and Internet based solutions irrespective of who designed the service.

For further details please refer to provision of hosted solutions and Internet services - 09A420

18.7 Evaluation products

In view of the potential dangers of spreading computer viruses by the use of software, strict documented controls are applied to ensure that all evaluation material is subjected to anti-virus checks before despatch to a customer and upon its return.
19. Monitoring, Analysis and Improvement
SBL continually monitors specific areas of its processes and uses trend analysis of the resultant data and other records to identify areas where performance can be improved. Such areas include (but not limited to):-
· Job Descriptions / individual employee’s annual review.
· Employee competence/improvement through annual review and regular audit

· Achievement of the company’s stated objectives

· Accidents, illness, health, safety, security and environment issues

· Compliance with legal/regulatory requirements and adopted standards
· Customer satisfaction, Suppler performance/product/service related problems

· Errors caused by SBL
· Delivery lead times
· Customer and internal support calls
· Audits & Risk Assessments

· Response times to corrective action requests

The results of this analysis are reviewed by the Management during their regular Board Meetings – see section 1.11 and further preventative action implemented if considered applicable.
19.1 Management Review
Management Review is carried out at many levels, i.e. Main Board, Security Board, Health, Safety & Environmental Committee, SWIFT, Sales Board, Departmental and Individual all reporting ultimately to the Main Board.

Each of these has different objectives and different reporting structures, however all ensure that SBL continue to meet it’s Business objectives, requirements of legislation and adopted standards by addressing some or all of the following:-

· Actions from previous reviews

· The performance of the company, departments and individuals against their objectives

· The Business Process, products / services, their development & improvement

· Customer Satisfaction and “other” feedback

· Adopted standards and other legal/regulatory requirements

· Security, Health, Safety and Environment issues

· Feedback from Audits, Risk Assessments and corrective actions

· Pending Changes & Resources

Actions from these meetings, along with time scales and actionees are recorded and made known to the actionees who have to provide an update at the next meeting, or other agreed date, see 01A100 - Management Review for details.

The Board of SBL meets, normally each month, and reviews the status of the company to ensure that SBL continue to meet its Business Objectives as defined in 01A100 - Management Review. This review includes:-

· Actions from previous reviews

· The performance of the company against it’s objectives

· The Business Process, products / services, their development & improvement

· Customer Satisfaction and “other” feedback

· Adopted standards and other legal/regulatory requirements

· Security, Health, Safety and Environment issues

· Feedback from Audits, Risk Assessments and corrective actions

· Pending Changes & Resources

Minutes of these meetings are made and where considered necessary, action to overcome the initial problem and prevent reoccurrence are identified along with, actionees and timescales. This action is monitored & results feedback to the Board.
19.2 Management System Audits
SBL has a formalised internal audit process which demonstrates that the controls specified in this manual are functioning as described, examines the effectiveness of established systems and recommends improvements where necessary.

These audits address the requirements of the specific Business Process and the various adopted standards – see 0.2 Adopted Standard including Health, Safety, Environment, Security and Quality on the basis of: -

· Their importance 

· Complaints received and discrepancies found
· As considered necessary by management

· Audited at least once in any 12 month period

Which ensures:-

· That all audits are carried out by qualified auditors who are not directly involved in the activities being audited

· Are performed in accordance with applicable PCD’s.

· Outstanding and actions closed since the previous audit are reviewed.
Any discrepancies found are processed in accordance with 13 Compliments, Complaints, This ensures the applicable Business Process Managers are informed of the results of all audits applicable to their areas of responsibility and of any required actions. In addition the results of all audits are subject to Management Review - see section 1.11. For further details please refer to 17A000 – Audit & Audit Action. SBL welcome customer/third party management system audits.
19.3 Risk Assessments, Work Place Inspections & Treatment

SBL uses an integrated method of inspection, risk identification, assessment and treatment which takes into consideration the abilities and behavior of the individuals who may be involved or effected by the activity or process being inspected or assessed along with the needs of the Business Process, applicable statutory, legal requirements and the various standards adopted by SBL.
Regular Work Place Inspections and Risk Assessments are undertaken to ensure SBL are aware of risks to the continuity / security of their business and the Health / Safety / Security of their employees / visitors whilst keeping their Environmental impact under control.
In order to reduce the possibility of incidents and security issues SBL ensure new and changed processes / work places introduce no foreseen situations which could impose a health or safety risk to it’s employees and other interested parties. In addition a combination of regular Risk Assessments, Work Place Inspections and Audits are undertaken, to ensure SBL aware of the risks to the continuity / security of their business and the Health / Safety / Security of their employees / visitors whilst keeping their Environmental impact under control. The results of significant issues are reported to the applicable Line Managers, are available to all employees and used as guidance for future improvements.

Please refer to 22A150 - Work Place Inspections and H&S Risk Assessments for further details. Any employee can request a risk assessment / work place inspection to be carried out at any time

19.4 Monitoring & Test equipment

Where applicable, monitoring / testing devices:-

· Are calibrated against a known standard/date

· Has it’s calibration status identified

· Prevents unauthorised adjustment

· Is available to trained uses only

19.5 Analysis

Long term trend analysis is used to identify any unwelcome trends. Where applicable further corrective action is identified, implemented and it’s effectiveness verified.

19.6 Environmental Aspects & Impacts
SBL reviews it’s business processes & equipment to determine it’s environmental aspects, impacts including legal requirements normally reviewed four times a year updating the Business Plan – 01A400A

Significant environmental aspects would be communicated to the landlord, to other users of the site and external authorities if applicable. Please refer to 40A150 – Environmental Aspect & Impacts for further details.
The level of Harm and Probability are used to calculate an impact level which determines if new or modified controls are required to reduce the level of impact to an acceptable level.

Where applicable new or modified controls are agreed, implemented and monitored for effectiveness. Where necessary revisions to those controls are made.

Please refer to 40A150 - Environmental Aspects & Impacts for further details.
20. Data Protection

SBL is committed to meeting their obligations under the Data Protection Act 1998. Our registration number is Z8305525.

We respect the privacy of our customers, suppliers and employees. Our aim is to act consistently in accordance with the Data Protection Act 1998. Information held and used by SBL is for administrative purposes, to keep you informed of activities, and to provide goods and services to you and your organisation. Please refer to 01A310 Data Protection Policy for further details
20.1 Use of Cameras

It is not permitted to take photographs by any means within SBL unless authorised to do so by a Company Director.
21. Legal and Other Requirements
We review Health, Safety, Environmental, Business, Statutory legislation and “adopted” standards to ensure that we understand, can accept, implement, maintain all agreed requirements and take them into consideration when compiling this document, its associated procedures, work instructions and company practices.

21.1 Legal Requirements

We keep a register of all Health, Safety, Security and Environmental legislation which is reviewed to determine if it is applicable to the business. See 05A600 – Legislation for further details
21.2 Contracts & Enabling Agreements

At the tendering stage these are reviewed to ensure we understand and can comply with the requested requirements. Where necessary we seek clarification before submitting our tender. 

21.3 Vendor Affiliations

When applying for affiliation, the vendor’s requirements are reviewed to ensure we understand and can comply with the requested requirements. Where necessary we seek clarification before submitting our application. Where an affiliation is automatically granted by a vendor we follow the above process before confirming acceptance.
21.4 Adopted Standards

SBL has “adopted” various standards IIP, ISO 9001 etc in support of it’s business, each being reviewed to determine what has to be done for compliance.

21.5 Action

For all applicable Personnel, Health, Safety, Environmental legislation, adopted standards and following the award of a contract / tender / affiliation we communicate what has to be done by who and when to the specific department(s) / individuals concerned. This communication can be in any format and may not always be recorded.

21.6 Review

All legal and “other” requirements are reviewed regularly to determine their continued applicability to the business and where necessary action agreed and communicated as described above.

We receive regular updates from various organisations/subscriptions identifying changes in such requirements. These are reviewed and where applicable changes/updates implemented in accordance with 5 Document & Data Control.

This ensures that where new or changed requirements apply, the applicable process is reviewed for compliance and where required management system documentation updated and made known to the management, employees and other interested parties.

22. Fire Alarms, Building Evacuations & Fire Fighting Equipment
Fire alarms / smoke detectors are provided and maintained at specific locations with SBL buildings and are tested / inspected regularly by members of the H&S Committee and a nominated sub contractor.

Procedures are established and tested such that an alarm is raised, the building(s) are evacuated and the Fire Service requested in the event of a fire or the need for an emergency evacuation. Practise evacuations are carried out at least twice a year.

The IMS Manager conducts a formal review after every emergency evacuation and identifies any actions which will lead to improvements being made. All such reviews are made available to all employees.

Suitable fire fighting equipment is provided at specific locations with SBL buildings. This equipment is only to be used when required to enable an employee to escape from the building. It is checked every week by Fire Officers and inspected annually by an external contractor. Any remedial work is carried out where required. Please refer to 22A200 - Fire & Emergency for further details.
23. Emergency Planning & Business Continuity
Regular assessments are undertaken to identify potential risks to SBL’s business. As a result a series of Emergency procedures and Business Continuity plans which ensure the health, safety and security of their employees, business process and assets have been developed. These are regularly tested and subject to an annual review. Records of all tests and “incidents” are maintained.
These plans include:-

· Fire & Building Evacuation

· Utility failure and power conditioning
· Natural disaster
· Equipment Failure
· Computer network backup
· Emergency situations

· Environmental issues

After each incident the cause of the incident is investigated and where applicable suitable corrective action implemented as described in 13 Compliments, Complaints,  & 14 Corrective and Preventative Action, this may include changes to this document. Please refer to 51A400 - Emergency Preparedness & Response for further details.
23.1 Backup

Backup copies of critical computer data are taken on a regular basis as described in 19A000 - Technical Services. This ensures that valid backups are available for all critical data.

24. Building Maintenance
All SBL buildings are subject to regular inspections and maintenance including testing of the electrical wiring every five years.
25. Out of Hours, Lone, Off Site Working & Travel
SBL are very much aware of the need to ensure that their employees have a safe and secure work place at all times – including working on customers and suppliers sites in addition to transportation between those sites. This includes employees working from home or employees seconded to work in buildings not forming part of the SBL York and Lancaster sites.

25.1 Out of Hours Working

Staff obtain authorisation, from their line management, if they need to work outside their normal working hours. Line management ensure that if any of their staff are required to work outside their normal working hours suitable arrangements for supervision, communication, their health, safety and security are in place.

25.2 Lone Working

Where it is necessary for an employee to work alone a suitable risk assessment, where applicable safe systems of work are agreed and implemented. This ensures that the lone worker has suitable contact with their Line Manager and access to assistance in an emergency. No employee is to work unaccompanied in any SBL building. Please refer to 21A820 - Lone Workers for further details.

25.3 Home working

Some employees, subject to management permission work from their home rather than having to go to one of the SBL offices. Procedures are established and maintained which aim to ensure that these employees have a safe environment in which to work. Please refer 21A800 – Off Site and Home Working to for further details.

25.4 Employees working on Customer and Supplier Sites

From time to time employees have a requirement to visit/work on a site which is not under the direct control of SBL. SBL have implemented and maintain a procedure which is designed to ensure that before entering such a site the individual employee is satisfied that there are adequate Health & Safety measures in place.

Please refer to 21A800 – Off Site and Home Working for further details

25.5 Travel

Many employees have a requirement to travel to a customers, suppliers or exhibition site. Before such travel is undertaken authorisation involving a risk assessment of the journey and method of transport is undertaken. Please refer to Business, Travel & Accommodation Requisition – 21A400B for further details

Employees travelling abroad either to discuss national, company or customer information and/or visit sensitive sites must consult the Security Controller at an early stage in the arrangements. Visa application forms ask some very detailed questions. Replies should be truthful but brief and should avoid giving the company location. The employee's occupation should be described in general terms only.

Employees intending a journey on holiday or private business to a country, which has an interest in acquiring UK secrets, are strongly advised to consult the Security Controller in advance of the proposed visit. These countries include the Former Soviet Union, China, Iran, Iraq, Libya, North Vietnam, Cuba, and North Korea. The Security Controller will be able to give employees more detailed advice on countering the risks posed by certain destinations.

25.6 Company Vehicles

SB/OLC provides specific employees with a company car for business and limited social use. Please refer to 21A200 Car Usage Policy for details.

26. Use of Utilities

SBL has an ongoing programme to reduce water consumption, conserve fuel and energy.

27. Expectant and Nursing Mothers

An employee who is expecting or is a nursing mother is required to notify their Line Manager to enable a Risk Assessment to be carried out. The purpose of this Risk Assessment is to determine if their work activities could be harmful to them and to recommend suitable action if it is. Please refer to – see 22A600 - H&S Risk Assessment Process for further details.
28. People with Disabilities

SBL does not discriminate against any person with or without disabilities. In the event that an employee considers they have a disability or illness which prevents them from carrying out their normal duties they are to advise their Line or HR Co-ordinator. All such communications are dealt with in the strictest confidence.

Where any employee is arranging for someone to visit SBL premises they must determine if their visitor has any needs which would not normally be required by a visitor.

29. COSHH

All substances which could be hazardous to health are controlled by the Control Substances Hazardous to Health (C.O.S.H.H) Regulations. SBL ensures that where applicable Hazard data sheets for all such substances are available to all employees.
Purchasing procedures ensure that a COSHH assessment is carried out on any item where COSHH regulations may apply and suitable action taken.
Whenever any substance used by SBL which could be hazardous to health is brought into use and regular Risk Assessments are carried out to ensure that no uncontrolled substances which could be hazardous to health are in use by SBL employees.

Regular Risk Assessments are carried out to ensure that no uncontrolled substances which could be hazardous to health are in use by SBL employees. Please refer to – see 22A600 - H&S Risk Assessment Process for further details.

30. Accidents, Sickness, Injury and First Aid

SBL accept that from time to time employees suffer from work based accidents, sickness or injury. Trained First Aiders are available during normal working hours at the York and Lancaster sites and have access to First Aid equipment.
If an accident occurs the help of a trained First Aider is sought. The names of Company First Aiders are listed in 22A400B - Employees with First Aid at Work Qualification, which is available in all offices, company notice boards and via the CMV. Medical help will be obtained/the employee taken/sent to hospital for further treatment where necessary.
All accidents and cases of ill health are recorded in an Accident Book (each First Aider has one) and reported to the Management. The cause of each accident/sickness/incident is investigated and where reasonably practicable action taken to eliminate the cause.
SBL have a legal requirement to report specific accidents and dangerous occurrences to the Health & Safety Executive. This will normally be done by the IMS Manager, please refer to 22A160 - Accidents, RIDDOR & First Aid for further details and 21A100 - Company Handbook for the procedures relating to Sickness and absence from work.

31. Employment of Young Persons

SBL do not normally employee people under the age of 18. In the event this should be necessary a suitable risk assessment will be undertaken and safe systems of work developed. Please refer to – see 22A600 - H&S Risk Assessment Process for further details.

32. Eye Sight Tests

All Employees are provided with the opportunity to have their eyes tested every two years.

33. Smoking

It is now a legal requirement for SBL Directors, Managers and any other employee who has other employees reporting to them to take all reasonable steps to prevent their employees smoking while engaged in SBLs business be it in ANY building or company vehicle and in any enclosed public place even when “working off site”.

Warning notices are in place at all entrances to SBL buildings and company vehicles.

34. Stress, Mental, Physical Attack and Blackmail

SBL recognises that workplace stress is a Health and Safety issue and acknowledges the importance of identifying and reducing workplace stress.

SBL offer a safe and secure environment for their employees. All instances of physical, mental attack or blackmail are totally unacceptable.
35. Waste Management

SBL considers the production of waste as a serious matter and incorporates waste management as part of it’s normal day to day activities. When considering waste control measures the following hierarchy is used:- Reduce, Reuse, Recycle, Incineration, Landfill

35.1 Recycling
Procedures are in place which enable paper, cardboard, tins, plastic, printer consumables and packaging materials to be recycled either internally or via external agencies. The amount of waste sent for recycling is recorded so we can monitor improvement.

35.2 Non Hazardous Waste

We have other Non Hazardous waste which is collected by our waste contractor. We are investigating how much of this can be recycled.

35.3 Hazardous Waste
We carry out routine assessments to determine if any products we use or sell contain hazardous substances, where these are identified they are treated as hazardous waste and processed in accordance with our waste control policy – 41A000 – Waste Management Policy.

36. Personal Security

36.1 Staff Clearance

All new employees, as part of their induction procedure, are given an initial security brief by the Security Controller. In addition all employees are subject to regular security screening. Please refer to 18A410K - Employee Induction - Security for further details.

36.2 Non Disclosure Agreement - Employees

All employees are required to sign a Non Disclosure Agreement and a declaration acknowledging their responsibilities under the Official Secrets Act.

This NDA prohibits the use of any SBL data and assets for any process not authorised by SBL and requires all such data and assets to be returned when requested.

It is the duty of all employees to report any breach of the Official Secrets Act or security rules or any incident, which appears to indicate a breach of security as described in Compliments and Complaints 13A000.
Employees are reminded at their exit interview that the provisions of the Non Disclosure Agreement / Official Secrets Act remain in force after they have left SBLs employment.

36.3 Non Disclosure Agreement – Customers / Suppliers

Before any Customer or other visitor can gain access to SBL data they are required to sign a Non Disclosure Agreement. This NDA prohibits the use of any SBL data / assets for any process not authorised by SBL and requires all such data / assets to be returned when requested. These are reviewed at least once a year.

36.4 “Need to Know”

The 'need to know' principle is fundamental to good security. It means that the disclosure of information is only made to someone who needs it for the proper performance of their work. It imposes an obligation on all employees not to disseminate official information any wider than is required for the efficient discharge of their duties. 

In addition to satisfying themselves that there is a 'need to know', an employee must not disclose national, company or customer information to any other person unless that person is authorised to receive it. This applies both within the company and in dealings with outsiders. If there is any doubt the Security Controller must be consulted. 

36.5 Secure Behaviour
As a general rule employees should avoid advertising the fact that they handle sensitive work. Care must be taken that national, company or customer information is not disclosed to unauthorised persons through indiscretion or carelessness. National, company or customer information must not be discussed in places where it may be overheard, either within the company or outside.

National, company or customer information must never be read or left unguarded in public places; nor entrusted to the safe keeping of a member of the public.

36.6 Aftercare

The granting of a security clearance does not absolve either the Security Controller or Managers from their responsibility of aftercare. Any concerns about an employee's fitness to hold clearance, e.g. financial problems, drink/drug dependency, must be reported to the Security Controller for appropriate action.

36.7 Social Contacts 

Any contact with nationals from the countries identified in 25.5 Travel is to be reported immediately to the Security Controller.
37. Assets

Employees have responsibility for the assets they are issued with and use. The company can request the return of such assets at any time.

37.1 Inventory

SBL have procedures in place which categorises all assets. Specific assets have are included on an inventory / register and where applicable have specific owners. The risks to these assets are analysised and authorised action taken on items having a medium to high level of impact on the business or health, safety, security or environment to eliminate the impact or reduce it to a manageable level.
A review of the risks to these assets takes place at least once a year.
37.2 New Assets

Procedures ensure that a risk assessment is carried out requests for new assets. These risk assessments identify any commercial, health, safety, security and environmental risks to the business and ensure that suitable authorised action is agreed and implemented to eliminate or reduce the impact to a manageable level before authorisation to purchase is given.

This process identifies why it is required, what is required – having considered alternatives and when it is required. When authorised an asset reference is allocated.
37.3 Use, Control, Storage, Disposal & Return
Assets are only issued for use to the authorised owner. It is the responsibility of the owner to ensure that the assets they are responsible for are used, controlled, stored and where necessary disposed of in accordance with company procedures and manufacturer’s instructions. 
Authorisation and updating of the asset register is required before an asset can be transferred to a new owner or disposed of, this ensures no company data or information is released to unauthorised personnel. The use of any asset can be removed at any time by authorised personnel. 

37.4 Use “Off Site”

No employee or third party is permitted to take any SBL asset, equipment, data or information “off site” without the correct authorisation. All of which must be returned on demand by SBL. Please refer to Equipment Loan Form - 01A110D.
Users should be aware of their surroundings when working off site particularly when working in an open environment and ensure that their own security and that of their equipment and data is not compromised.
37.5 Theft

In the event the owner of an asset discovers it is missing, damaged or incorrectly used they conduct an initial inspection and if the asset cannot be found report it “missing” as a security breach which is then investigated by the Security Controller and actioned as applicable.
37.6 Access to Assets by third Parties

Third parties are only given access to SBL assets after they have signed a NDA which lays down the use to which those assets can be out and requires them to be returned at the end of the specific contract, project or upon demand.

37.7 Maintenance

Specific key assets have maintenance contracts in place see 06A160 – Contractor Control for details.
38. Access – Physical

38.1 Employees

All employees have authorised access levels granted to them based on the requirements of their specific job role. These access levels can be changed, added to or removed at any time by the Business Process Manager responsible for the specific area requiring access. See 01A110 - Security - Building, Access & Equipment for details.

38.2 Visitors & Visiting Contractors

All visitors have to have been “booked in” at reception prior to their arrival so that the necessary security, health, safety arrangements can be made, determine if their visitor has any needs which would not normally be required and suitable passes issued. As part of the “booking in” process they are requested to read an information sheet which explains general conduct, Health, Safety, Environment and Security issues they need to be aware of.

On arrival visitors are issued with a “Customer” or “Contractor” badge, which has to be worn at all times. These controls ensure visitors and contractors are aware of the Environmental, Security, Health & Safety requirements which apply to them and are supervised by a responsible employee at all times. Any visitor not previously “booked in” can be refused entry. Please refer to 22A500 - Visitor Process.

Contractors and suppliers providing a service within SBL premises are subject to our Security, H&S policy. Those who provide a service for or on behalf of SBL must provide us with all necessary health, safety & security information and co-operate with our health, safety & security requirements.

38.3 Perimeter

East Moor and Windsor House are located in the Green Park Business Centre. This park has a perimeter fence with one access point controlled by a lock. Only authorised personnel have the key for this lock. The access point is closed / locked outside working hours. 
38.4 Building

38.4.1 East Moor House – Employee & Public

The main door is protected by a roller shutter which is lockable and a separate a door which is also lockable. These are both locked at night and only open during working hours. Once unlocked an authorised swipe card will give access to the building. Authorised Swipe cards are issued to employees and other authorised users.

Fire Exit doors can only be opened from the inside and are only for use in an emergency.

38.4.2 East Moor House - Delivery

All deliveries are directed to the Warehouse where they have to request access from Warehouse staff.

Delivery access to The Warehouse is initially via a door which can only be opened from the inside. Large goods access is via a large roller shutter which can only be opened from the inside and is protected by bollards to prevent “ram raiding”

38.4.3 Windsor House - Employee & Public

Has one main access point which is protected by a lockable door, lockable grid and a second lockable door. As with East Moor House an authorised swipe card will give building access once the mechanical locks are open.

Fire Exit doors can only be opened from the inside and are only for use in an emergency.

38.5 Rooms and Storage Areas

Access to restricted and storage areas within East Moor and Windsor House is controlled by swipe cards, number key pads, mechanical and combination locks as appropriate.

38.6 Cupboards and Desks

SBL operate a “Clear Desk” policy which ensures that all information which could cause harm is locked away when not in use.

38.7 Removal of access

Access to East Moor House, Windsor House or any rooms, equipment or services can be removed at any time by authorised personnel.
39. Equipment - General

39.1 Equipment Sitting and Cable Access

Equipment is located, within the specific work area, to be easily accessible whilst preventing possible damage or deterioration.

Where ever practable cabling is located behind walls, in the roof space, behind secure doors / access panels or in surface mount trunking. Surface cabling is required between the surface out let and equipment which is routed and protected from accidental damage.
39.2 Equipment Maintenance

All equipment is subject to internal maintenance schedules or in very special cases is subcontracted to authorised sub contractors.
Portable electrical equipment is subject to annual inspection and testing by an approved contractor. Any faulty equipment is repaired or removed from use.
39.3 Handling, Storage and Transport

Equipment and portable media must be handled in a manner which prevents damage, loss or deterioration.

Laptop computers to be turned off and stored / transported in the case provided for that purpose. Media and other information must be stored in a locked case when not in use or when being transported.
39.4 Provision & Use of Work Equipment

Where required, employees are provided with and trained to use suitable equipment to enable them to carry out their duties safely and efficiently.

39.5 Lifting Operations & Equipment

Where considered necessary employee are provided with suitable lifting / moving equipment.

40. PC’s and the IT Network
40.1 Internal Network Design

Technical Services manage and develop the internal network. Where new designs or changes to existing designs are required a formal review and authorisation process takes place before any new designs are implemented or existing designs are changed.

Where ever practicable new designs and changes to existing designs are implemented and tested with in a manor / at a time which limits any constraints on the use of the “authorised” systems to a minimum. Please refer to 19A000 Technical services for further details.
40.2 Change Control
Any change to the network has to be approved before being made by authorised technicians. Systems are in place to prevent unauthorised changes to the network, software running on the network or users PCs.
40.3 Access & Usage
The use of SBL computers and computing network is for business use only. Normally each employee is provided with a computer connected to the SBL computing network and are granted access, via password control and limiting file access, to the computing network based on their status and job requirements which can be removed or changed at any time. These controls include on site, remote access & cryptographic controls where applicable. 
All employees must ensure that before they leave their PC for any length of time it is locked to prevent unintended usage by another employee or visitor and must be turned off when leaving the site.

Where an employee is working off site their PC must be turned off before they go out of sight of their PC.

Access to the network for visitors is not permitted.

40.4 PC Configuration

All PCs for internal use are configured as described in 19A400 - PC Setup - In House PC's. This ensures that all PCs are configured correctly, in accordance with users and company requirements including in built protection to prevent unauthorised access.

40.5 PC’s Left Unattended

Equipment & media containing data used by the company can only taken “off site” with management approval. Specific PCs incorporate cryptographic controls.
40.6 Information Exchange

From time to time it is necessary for a third party to be granted access to our network for maintenance / support purposes. The requirements for such a connection are reviewed by the Technical Manager to ensure hat such a connection does not pose any unacceptable threat to the SBL organisation.
40.7 Business Information systems

Blank Section to maintain consistency in numbering.

40.8 Malicious Code Attack

SBL have designed the computer and telephone network to prevent any attack from having an operational impact on the Business Process. See virus Testing - 10A100 for details
40.9 Monitoring System Use

Procedures for monitoring the use of information processing facilities have been established and the results of such activities are reviewed by the Board of Directors.
40.10 Audit Logging

Blank Section to maintain consistency in numbering.

40.11 Clock Synchronisation

Ensures the computing and communication clocks are synchronised.
41. Communications

41.1 Telephone Setup & Usage Policy

SBL have a combined internal telephone system for business use only which is protected by a firewall from attack and is located in a restricted area of East Moor House.
41.2 Use of Mobile Telephones

Authorised users have their own Company mobile telephone which provides them with voice, data and email. These phones are for business use only and must not to be used in the restricted areas, when driving or when requested by employees visiting “off site” locations.
41.3 PDAs and Bluetooth Devices

Employees are not permitted to use PDAs or Bluetooth devices unless authorised to do so by a Company Director. Visitors are requested to turn off any Bluetooth device they may have when they arrive at reception.

41.4 e-mail & Internet Usage policy

SBL have implemented both email and internet usage policy – see 51A300 email usage policy and 51A301 Internet Acceptable Usage Policy for details.

41.5 Electronic Commerce

We do not operate full electronic commerce, however policies and procedures ensure that electronic commerce is protected against fraudulent activity, contract dispute and unauthorised disclosure or modification of information.
41.6 Electronic messaging

Our email system incorporates controls which provide protection against known forms of attack. This system is subject to continual updating to ensure it remains effective.
41.7 Publicly Available Information

SBL operate their own and customers web sites or other “hosted” solutions. All such sites / solutions have in built controls which are designed to prevent unauthorised modification.
The Combined, Health, Safety, Security and Environmental policy’s are available to the public either via our web site or request. Other information regarding SBLs Health, Safety, Security and Environmental issues will be made available only in the interests of SBLs business or when requested legally.

41.8 Security Requirements Analysis and Specification

SBL ensures that security requirements and controls identified reflect the business value of information assets involved and the consequence from failure of Security. Risk assessments are completed prior to commencement of system development.
42. Document Control

42.1 Changes, Approval and Issue

This document was produced and is controlled as described in 05A000 – Document & Data Control.

Documents of external origin required by this process are identified, processed, stored and distributed as described within this process.

It is mandatory for all employees to comply with its contents which remains the copyright of the SBL. Its contents must not be disclosed to a third party without first receiving written permission from the Chief Executive Officer or The IMS Manager.
42.2 Notification on Issue

Other than on forms, the individual document identifies who is to be notified on issue.
43. Records

Records produced as a result of this process are listed below and controlled as described in 16A000 – Records & Archiving. 

	Record


	In Use Location
	When Archived
	Where Archived
	Archive Retention Time (min)

	This Document
	Company Manual
	After Reissue
	Company Manual - Archive
	For the next two reissues
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45. Appendix 2 - Core Process
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46. Appendix 1 - Correspondence between ISO 9001:2008 and This Manual
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47. Appendix 2 - Correspondence between ISO 14001:2004 and This Manual
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48. Appendix 3 - Correspondence between OHSAS 18001:2007 and This Manual
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49. Appendix 4 - Correspondence between ISO 27001:2005 and This Manual
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